
Appendices

Appendix A: Domains Hosted on 8[.]210[.]239[.]157

Domain IP Registrar Create Date

hrtap.info 8.210.239.157 Namecheap 10/4/2020

vewrq.info 8.210.239.157 Namecheap, Inc 10/4/2020

trvca.info 8.210.239.157 Namecheap, Inc 10/6/2020

jytda.info 8.210.239.157 Namecheap, Inc 10/6/2020

mfasp.info 8.210.239.157 Namecheap, Inc 10/6/2020

kuyte.info 8.210.239.157 Namecheap 10/6/2020

jrtca.info 8.210.239.157 Namecheap, Inc 10/6/2020

htrxc.info 8.210.239.157 Namecheap, Inc 10/6/2020

lgsdq.info 8.210.239.157 Namecheap, Inc 10/6/2020

nrtas.info 8.210.239.157 Namecheap, Inc 10/6/2020

ytrui.info 8.210.239.157 Namecheap, Inc 10/6/2020

cpora.info 8.210.239.157 Namecheap 10/6/2020

nrdao.info 8.210.239.157 Namecheap, Inc 10/8/2020

jytqq.info 8.210.239.157 Namecheap, Inc 10/8/2020

btraa.info 8.210.239.157 Namecheap, Inc 10/8/2020

oiyuz.info 8.210.239.157 Namecheap, Inc 10/8/2020

hrtva.info 8.210.239.157 Namecheap, Inc 10/8/2020

cxtre.info 8.210.239.157 Namecheap, Inc 10/8/2020

vfeiq.info 8.210.239.157 Namecheap, Inc 10/8/2020

btrra.info 8.210.239.157 Namecheap 10/8/2020

jutya.info 8.210.239.157 Namecheap,
Inc 10/8/2020

ityba.info 8.210.239.157 Namecheap, Inc 10/11/2020

qwmgh.info 8.210.239.157 Namecheap 10/11/2020



jhbas.info 8.210.239.157 Namecheap, Inc 10/11/2020

gdpap.info 8.210.239.157 Namecheap, Inc 10/11/2020

bfgiu.info 8.210.239.157 Namecheap, Inc 10/11/2020

uygfd.info 8.210.239.157 Namecheap, Inc 10/11/2020

brgoi.info 8.210.239.157 Namecheap,
Inc 10/11/2020

kiusa.info 8.210.239.157 Namecheap,
Inc 10/11/2020

qwmgh.info 8.210.239.157 Namecheap,
Inc 10/11/2020

uknda.info 8.210.239.157 Namecheap,
Inc 10/11/2020

clabb.info 8.210.239.157 Namecheap, Inc 10/13/2020

hrymm.info 8.210.239.157 Namecheap, Inc 10/13/2020

plamr.info 8.210.239.157 Namecheap, Inc 10/13/2020

bdfkk.info 8.210.239.157 Namecheap, Inc 10/13/2020

yerth.info 8.210.239.157 Namecheap, Inc 10/13/2020

tryrk.info 8.210.239.157 Namecheap,
Inc 10/13/2020

bcvrr.info 8.210.239.157 Namecheap, Inc 10/15/2020

kjhcu.info 8.210.239.157 Namecheap, Inc 10/15/2020

gyucn.info 8.210.239.157 Namecheap, Inc 10/15/2020

utysp.info 8.210.239.157 Namecheap, Inc 10/15/2020

jhdsa.info 8.210.239.157 Namecheap, Inc 10/15/2020

zpksu.info 8.210.239.157 Namecheap, Inc 10/15/2020

cxzhj.info 8.210.239.157 Namecheap, Inc 10/15/2020

hgfva.info 8.210.239.157 Namecheap, Inc 10/15/2020

txhao.info 8.210.239.157 Namecheap, Inc 10/15/2020

jstoc.info 8.210.239.157 Namecheap,
Inc 10/15/2020

yrtsp.info 8.210.239.157 Namecheap, Inc 10/16/2020

yhxsa.info 8.210.239.157 Namecheap, Inc 10/16/2020



vcxfg.info 8.210.239.157 Namecheap 10/16/2020

hgfrx.info 8.210.239.157 Namecheap, Inc 10/16/2020

zxchy.info 8.210.239.157 Namecheap, Inc 10/16/2020

gfyto.info 8.210.239.157 Namecheap 10/16/2020

urbdz.info 8.210.239.157 Namecheap, Inc 10/16/2020

redsp.info 8.210.239.157 Namecheap, Inc 10/16/2020

jifdb.info 8.210.239.157 Namecheap, Inc 10/16/2020

asgox.info 8.210.239.157 Namecheap, Inc 10/16/2020

jtswv.info 8.210.239.157 Namecheap, Inc 10/16/2020

ctejh.info 8.210.239.157 Namecheap, Inc 10/16/2020

cxtrh.info 8.210.239.157 Namecheap,
Inc 10/16/2020

trebp.info 8.210.239.157 Namecheap,
Inc 10/16/2020

trnvoi.info 8.210.239.157 Namecheap,
Inc 10/16/2020

cvjgo.info 8.210.239.157 Namecheap, Inc 10/18/2020

mnelo.info 8.210.239.157 Namecheap, Inc 10/18/2020

xdyoo.info 8.210.239.157 Namecheap, Inc 10/18/2020

gdhty.info 8.210.239.157 Namecheap, Inc 10/18/2020

hgfvo.info 8.210.239.157 Namecheap, Inc 10/18/2020

uvxcp.info 8.210.239.157 Namecheap, Inc 10/18/2020

repci.info 8.210.239.157 Namecheap,
Inc 10/18/2020

tensz.info 8.210.239.157 Namecheap,
Inc 10/18/2020

zidnu.info 8.210.239.157 Namecheap,
Inc 10/18/2020

pxdkj.info 8.210.239.157 Namecheap, Inc 10/20/2020

yurtv.info 8.210.239.157 Namecheap, Inc 10/20/2020

zflpo.info 8.210.239.157 Namecheap, Inc 10/20/2020

clius.info 8.210.239.157 Namecheap, Inc 10/20/2020



gfdhi.info 8.210.239.157 Namecheap, Inc 10/20/2020

utybv.info 8.210.239.157 Namecheap, Inc 10/20/2020

relpx.info 8.210.239.157 Namecheap, Inc 10/20/2020

thsda.info 8.210.239.157 Namecheap, Inc 10/20/2020

rekcp.info 8.210.239.157 Namecheap, Inc 10/20/2020

jytvz.info 8.210.239.157 Namecheap, Inc 10/20/2020

busiu.info 8.210.239.157 Namecheap, Inc 10/20/2020

khxhs.info 8.210.239.157 Namecheap, Inc 10/20/2020

nghfp.info 8.210.239.157 Namecheap, Inc 10/20/2020

o�fg.info 8.210.239.157 Namecheap,
Inc 10/20/2020

kcyqw.info 8.210.239.157 Namecheap, Inc 10/21/2020

bvtyu.info 8.210.239.157 Namecheap, Inc 10/21/2020

udsap.info 8.210.239.157 Namecheap, Inc 10/21/2020

khcae.info 8.210.239.157 Namecheap, Inc 10/21/2020

vlsfu.info 8.210.239.157 Namecheap, Inc 10/21/2020

nhwef.info 8.210.239.157 Namecheap, Inc 10/21/2020

nbcvu.info 8.210.239.157 Namecheap, Inc 10/21/2020

xklya.info 8.210.239.157 Namecheap, Inc 10/21/2020

jfgwq.info 8.210.239.157 Namecheap,
Inc 10/21/2020

yubvc.info 8.210.239.157 Namecheap,
Inc 10/21/2020

vgdfy.info 8.210.239.157 Namecheap 10/22/2020

kbgfq.info 8.210.239.157 Namecheap, Inc 10/22/2020

qjcxi.info 8.210.239.157 Namecheap, Inc 10/22/2020

hrgus.info 8.210.239.157 Namecheap, Inc 10/22/2020

yxpal.info 8.210.239.157 Namecheap, Inc 10/22/2020

sagcx.info 8.210.239.157 Namecheap, Inc 10/22/2020

cxgie.info 8.210.239.157 Namecheap, Inc 10/22/2020



hfjna.info 8.210.239.157 Namecheap 10/22/2020

ktuqw.info 8.210.239.157 Namecheap, Inc 10/22/2020

vomsf.info 8.210.239.157 Namecheap, Inc 10/22/2020

bhtep.info 8.210.239.157 Namecheap, Inc 10/22/2020

lkhda.info 8.210.239.157 Namecheap, Inc 10/22/2020

ntdfg.info 8.210.239.157 Namecheap 10/22/2020

gdfqw.info 8.210.239.157 Namecheap,
Inc 10/22/2020

vgdfy.info 8.210.239.157 Namecheap,
Inc 10/22/2020

vreyu.info 8.210.239.157 Namecheap,
Inc 10/22/2020

poftd.info 8.210.239.157 Namecheap, Inc 10/25/2020

nbkda.info 8.210.239.157 Namecheap, Inc 10/25/2020

fdasu.info 8.210.239.157 Namecheap, Inc 10/25/2020

hxcji.info 8.210.239.157 Namecheap, Inc 10/25/2020

nsfdr.info 8.210.239.157 Namecheap, Inc 10/25/2020

ytrca.info 8.210.239.157 Namecheap, Inc 10/25/2020

gsksa.info 8.210.239.157 Namecheap 10/25/2020

fghca.info 8.210.239.157 Namecheap,
Inc 10/25/2020

oiuas.info 8.210.239.157 Namecheap,
Inc 10/25/2020

uytbz.info 8.210.239.157 Namecheap,
Inc 10/25/2020

basdg.info 8.210.239.157 Namecheap, Inc 10/27/2020

janfm.info 8.210.239.157 Namecheap, Inc 10/27/2020

mgykj.info 8.210.239.157 Namecheap, Inc 10/27/2020

hdfre.info 8.210.239.157 Namecheap, Inc 10/27/2020

brhkm.info 8.210.239.157 Namecheap, Inc 10/27/2020

nhyuj.info 8.210.239.157 Namecheap, Inc 10/27/2020

nfpoi.info 8.210.239.157 Namecheap, Inc 10/28/2020



kbdqw.info 8.210.239.157 Namecheap, Inc 10/28/2020

qnbsp.info 8.210.239.157 Namecheap, Inc 10/28/2020

fgerb.info 8.210.239.157 Namecheap, Inc 10/28/2020

hfgya.info 8.210.239.157 Namecheap, Inc 10/28/2020

ytrvs.info 8.210.239.157 Namecheap, Inc 10/28/2020

fgnbf.info 8.210.239.157 Namecheap, Inc 10/28/2020

rksdo.info 8.210.239.157 Namecheap,
Inc

10/28/2020

rtewk.info 8.210.239.157 Namecheap, Inc 10/31/2020

fjian.info 8.210.239.157 Namecheap, Inc 10/31/2020

pbfks.info 8.210.239.157 Namecheap, Inc 10/31/2020

ocnws.info 8.210.239.157 Namecheap, Inc 10/31/2020

ebpgi.info 8.210.239.157 Namecheap, Inc 10/31/2020

rnosj.info 8.210.239.157 Namecheap, Inc 10/31/2020

mflae.info 8.210.239.157 Namecheap, Inc 10/31/2020

qngbo.info 8.210.239.157 Namecheap, Inc 10/31/2020

kjbvf.info 8.210.239.157 Namecheap, Inc 10/31/2020

nmjuy.info 8.210.239.157 Namecheap, Inc 11/3/2020

mhvbe.info 8.210.239.157 Namecheap, Inc 11/3/2020

bdfga.info 8.210.239.157 Namecheap, Inc 11/3/2020

xxqys.info 8.210.239.157 Namecheap, Inc 11/6/2020

axsqb.info 8.210.239.157 Namecheap, Inc 11/6/2020

bybjf.info 8.210.239.157 Namecheap, Inc 11/6/2020

qmyvs.info 8.210.239.157 Namecheap, Inc 11/6/2020

nfdbd.info 8.210.239.157 Namecheap, Inc 11/6/2020

rhacs.info 8.210.239.157 Namecheap, Inc 11/6/2020

ytjvs.info 8.210.239.157 Namecheap, Inc 11/6/2020

bsdvw.info 8.210.239.157 Namecheap, Inc 11/9/2020

jksbg.info 8.210.239.157 Namecheap, Inc 11/9/2020



zphms.info 8.210.239.157 Namecheap, Inc 11/9/2020

qjkvs.info 8.210.239.157 Namecheap, Inc 11/9/2020

nteqb.info 8.210.239.157 Namecheap, Inc 11/9/2020

nnfae.info 8.210.239.157 Namecheap, Inc 11/9/2020

tesvn.info 8.210.239.157 Namecheap, Inc 11/9/2020

abayw.info 8.210.239.157 Namecheap, Inc 11/11/2020

nngac.info 8.210.239.157 Namecheap, Inc 11/11/2020

brsju.info 8.210.239.157 Namecheap, Inc 11/11/2020

bsdaa.info 8.210.239.157 Namecheap, Inc 11/11/2020

xzjrr.info 8.210.239.157 Namecheap, Inc 11/11/2020

ngssa.info 8.210.239.157 Namecheap, Inc 11/11/2020

zxcbb.info 8.210.239.157 Namecheap, Inc 11/11/2020

vvsag.info 8.210.239.157 Namecheap, Inc 11/11/2020

cvbss.info 8.210.239.157 Namecheap, Inc 11/12/2020

mbnfv.info 8.210.239.157 Namecheap, Inc 11/12/2020

aabgi.info 8.210.239.157 Namecheap, Inc 11/12/2020

ouims.info 8.210.239.157 Namecheap, Inc 11/12/2020

cvbts.info 8.210.239.157 Namecheap, Inc 11/12/2020

wqion.info 8.210.239.157 Namecheap, Inc 11/12/2020

vsdva.info 8.210.239.157 Namecheap, Inc 11/12/2020

vv�k.info 8.210.239.157 Namecheap, Inc 11/12/2020

bgfsx.info 8.210.239.157 Namecheap, Inc 11/12/2020

Appendix B: List of SMS Lure URLs

bcvrr[.]info/nStzQ66clh
gdhty[.]info/q6ddKuhCdh
gdhty[.]info/q6ddKukJS5
gfyto[.]info/KPLWmMFJPi
gsksa[.]info/kZPZuVcjqR
jstoc[.]info/FNbbR05kit
jtswv[.]info/u7ERLTgWaA
jtswv[.]info/u7zPB3hRZL
jtswv[.]info/u7zPB3wBdT



ntdfg[.]info/ebK9fTsfYq
redsp[.]info/TmohGSgaXW
rlkzx[.]info/dVJOd43Ekz
rlkzx[.]info/dVJOd4sWd6
vcxfg[.]info/Zypkpx4SBe
vcxfg[.]info/ZypkpxjvxK
vcxfg[.]info/ZypkpxkDxw
vcxfg[.]info/ZysGwLfnYz
yrtsp[.]info/Xz15hvxxQ1
zidnu[.]info/sZALDp9P20

Appendix B: Domain Registry Information

vcxfg[.]info

Domain/IP vcxfg[.]info

Registrar Namecheap

Creation Date October 16, 2020

Expiration Date October 16, 2021

IP Address 8[.]210[.]239[.]157

Country Singapore

ISP Asia Pacific Network Information Centre

ASN AS45102
Country: CNRegistration Date: 2008-02-01Registrar:
apnicOwner: CNNIC-ALIBABA-US-NET-AP Alibaba (US)
Technology Co., Ltd., CN

ntdfg[.]info

Domain/IP ntdfg[.]info

Registrar Namecheap

Creation Date October 22, 2020

Expiration Date October 22, 2021

IP Address 8[.]210[.]239[.]157

Country Singapore

ISP Asia Pacific Network Information Centre



ASN AS45102
Country: CNRegistration Date: 2008-02-01Registrar:
apnicOwner: CNNIC-ALIBABA-US-NET-AP Alibaba (US)
Technology Co., Ltd., CN

gsksa[.]info

Domain/IP gsksa[.]info

Registrar Namecheap

Creation Date October 25, 2020

Expiration Date October 25, 2021

IP Address 8[.]210[.]239[.]157

Country Singapore

ISP Asia Pacific Network Information Centre

ASN AS45102
Country: CNRegistration Date: 2008-02-01Registrar:
apnicOwner: CNNIC-ALIBABA-US-NET-AP Alibaba (US)
Technology Co., Ltd., CN


